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- Alexundria Division -
(UNITED STATES OF AMERICA UNDER SEAL
V. CCRIMINALNO. |5 /] wei 7Yy

JUBAIR AHMAD,

Defendant,

_ J\FFTI)A"’!T N SUPPOR’I‘ Ol CR]'\”NAE C'OM[’L&\IN'
n\RR J\'T W’AT{RAV'F !“.\‘T) hFARCH WA R!le\"?

! l);tudﬁlhll'l ‘\ndtah hcmb dul) xworu, dcpm uul 91.110,
1 v I‘RQI)UC'I‘[O\I ' | |
1.1 anedl b_pecml :_\gcntnﬁhu 1"0L[t:r:i! Bureau of’ Investigalion, I h‘awc served asa Specinl

Agent sincc _2008 and 1 am u'urm‘mii y.us':signéd to'a counterterrorism sq'und al the \\’us.!ﬁlmmn [ ickl
-ﬁ)l‘"ﬁcc lhmunh my training - nnd L\pL‘[‘lCUCL l am Iumlli.u with 111:;' Tederal eriminal nilcmu :
ln\n}vm;, mlcmatlmml lununam | | | | | |

2, This ofTidavitis submitted in support ol 'C.I’il.ﬂiﬂi:ll_zct.}ll:l |_1lﬁ__iiﬁ charging U BAIRAMAD
( lacrmllu JUBAIR™) with providing material support lo o designated forcign terrorist organization
'[ I.ushhar-c.-l ayyiba® ), in wulalmn of IS U.s. C § 23398, end lml\mg, nmwrul Id!sc a*t.num.nts m:
'uulm:cm of 1§ U.8.C § iOOILu)("), m o mnter mvulung_, mturn.umnu! terrorisny as ddmt_d i 18

U..‘_:-.C. § 233 1. ']hls a['hduvu is aisu qulmmtud in sup]mrl nt 1 Warmn[ (@ mm:h JUI} r\[R 5

residernice, Hin Prince Williom.

-County within the Eastern Distriet of Virginia, as deseribed in Altachment A,

EEDACTED
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kW '_l‘h_ié: t;fliclxixf_il i$ ln:tsﬁd on .:._ix'y pmmn@ k;mwfcdgc. informatitn c_onvcy#:d to mie by vther
law fcnl_'qrt:cr‘nt:ﬁ_{ officers, m\ review of comsumications p‘b't'__a_i.n.ed thropgh courl-autherized
ciumm_n]t:.Sm‘_\_’_cillgn_cc, and my 8:4{1111.illi}l.i.i.ll.ll_ of doenments-tid records obtained during the covrse
ot“ lhis nm.su_g,dtmn |

II GI '\H“RAL It \CKGROUE\'D

I”Jck.u_n.mnn of anhl\nr-u- lzw\riha as F muan ]LI‘I‘OI i51.C )rmmualmn

4. E.‘ui_nr-almut 1990, Maliz Mohammed Saeed mul- othcrs [bundedan or.gzmiznlion inPakistan
"t.uilul .l.dhhldli’—(. luvvlb.l (":\; my ul LIN. I’urc ). llml SErVEY ns thL Im[llar},' arirt ui th pnlllu.ul
muvumcul Mur ku/. u! Dawn witl- ]lhh 1ci [hu nussmn ul L%hl\nm.-l zwyxbu (ht.!‘t.d'lf.l sl ‘c[ Jm to
_LOIlLlLtLl dﬂd promaole wulunt Jlllild uumn‘:t Lhmc, ihL.y wns:du o hu lhc. enenics oE Islam. ] hu Im,us
of LeT tervorist, npamlmm has been atlanks onthe nci;,hlmrm_l_. counuy of Indig, in particular the
d]%pulul I(a:ahmu repion between. Puklmm .md tndia.

5, Onor about December 24, 2()_(? I, thcil_l._S. Dcp_:lrtnn_‘:ntdf‘Slt_nlc (lu_‘é'i'guﬁwd, LeTasa foreipn
'iérﬁarisi _t’i_:.'g.;!_!..lii_zt..l!i(3.ll .uf'.u:r délt;nn‘hﬁn?; _zﬂuu LeT h;u_il c_:mh_rhﬁ_lcd, or p.c:scd a .signi‘[.'.tcau::l m}‘ .:bt.' |
cn;i_ltmiit_lis1g. acts of lcn_‘orisﬁl jl_lit\l'-tlll;p?;_lcll the sﬁcurii.){_o!‘ U.s. =n"al]qn‘als or the national sépuri-t)_'_,_
i'ori:si_'gn policy, or ceconomy ol'llm Usiited States.

6, After thc U 8. bmtc Dcpgtrtmcnl designated LeT o inmnn turronai org,uwahcm LeT

c.lumx.ul its pame to Idm'l.lt-ud 1) nvn(iUD) ("Jn of uboutApnl“’?,mﬁG lhc State Dcmnmcnr T

dﬁ_:sig.n;_! l_s.:r.l Let u il l_‘n_rci un tcrl'arisl_mguuizauibh, \\’hi_c]rinclutlcc_l l_h'u :jttius _.I;:h}_:zat-'t_!tlali)mvz; (—.f_lJ l'_')). _

' '] L'l 1lu.1wlunuul 1lansuuc o ]’llld.h -i- lnbunm[ I"uumlzllmn ["I“IH Onur thLll \hwunbu 24,2010,
llw U..S Dup'u'lmuu of Stauu re- LlLHl{,HtllL.Ll T ‘m. u. Enrclg,n [(:I‘I‘t)rlbt umummuun. wlm.h uu.luclui

the tlllLl’-: ¥ llf!h-l-[!‘l.‘illmm .l'mmdt_mm'n (FIF).
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]’mﬁlu ol L, JB'\IR Al 11\1/\1)

7. Areview of mumr.mlmn records indicates that IUB f\“\ was born on

' Si;llkﬂl, Pukistan, and resided _in- ’:!kiﬁlan until the nge of nineteen.  According 't ';1;I:i1§.*;sium;-
JUBJ\IR mutlc durmﬂ a number c:I cnmmummlmm mmlv?td !w llu: iI3l. .IUBJ\IR m,uvul
_ !mlmmn.umn um[ mumm, Imm Lt_l whaln, he h\cd in. lk_i?.lan, |
| .S’ Ehw. LummLuucaurnﬁ. demonstrale thal LR Lt.um_g,er. m. ar almul 7()[)-’4, .IUHx\]!\
| altended an LT training course kiown as Do Sufla where: In_:;rcccivc_d‘ instruction inreligious
"d.'ogt.ua :md pmsclyliziun. ji\icxi, laé a_ucnclcd _I;e.*l" 'S b:u:ic"irail_'ﬁng "c';tmp'kno_wn iq_ljux‘a' a‘\"'ill_ﬂs[;.
W hu'c hr_ E'L.LL!VL'd El([tllllt‘lnd[ r(.llg,mus mdnulrmalmn, phys;cui wndtttonm g, ‘a:nd \%’L;‘il..j‘.m.tl{s__
| matruwnn. Far c\umph. whx.n descnhmg, hi*: mmnnk. at Doy '\ .mm I B"\matulcd inane ol lhé
conim Lmicuti;ms thit rc'c'n'li.'ls “Hsten iu lm_:'lurc}n ql’l'cr,)’uur_‘ prayers, excrelse, study guns, I‘lr_c._ll_l_t;:.m‘”
and- uddud “whcrc 1 gait training {reun. lht.v du Um w:mn.mdo h';umng,, there now.™ buhs:,quuu i
.alu.snchn;_. : Dory /\ anm JUBZ\I[\ mpo; led or the nc\lbtauac. ol L.c.[ lrmmm_.— the Lommundn COurse
kimwn 08 Dnm I\l)'l‘i"l. He qI)enl onl_\, u \\':.Lk at lhul t.mu.sm., Imwwu !)LLIIU'\L‘ m instruclnrul.ﬁlht: |
lx“unmg ciynp lo!d IUB &\I]\ Eluu ]TL w'w 100 munL llml hL nu..flul 1o LmumuL h;a stuthus, and thcn_
he could retum (o cnmp!ch: Dora I%i'.-l'msn.
‘} On orabout Ocmberl‘) ‘7006 llmll..“n Dc.purlmr,mol Hmtus:xuchUBAIR avisa based
on the, Lu.l lh.nl IUB;\![{’% [dlhtr was rs:l'ued 1oa U, b ulvcn. On oy abnul I’th wary 19, "Ut}l
. __.FUI_’.AIR um.wd lht. Umlul Htalu wnh lm futhcr molhu und twu \'mm;._,cr bmlhcra [hs c,um.nt :

1111mlu,r'tl|uu slotus is Luwlul Pcrmancnl Re tlcnl JIJHMR ]m-s rL.sldu.l \‘.’Ilh hi'. lmm!) m an

.ilp_lll’l'ln__t_.!!).l‘ in \}’u_p’dhl'i_d_gc, \_f.irgiui_u_... l'lu.: HJL'I‘U‘:‘: ol the t]wlmuu is |

[958 1
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1L FA CI‘S '_I‘l;}x\T_EST.»&BLIS_f-l IROBABLE CAUSE '

10, ‘1.1_12009_.; nfterreceiving info rmation that JUBAIR may b_t";us}{oc.imc_cl with Le'l; the FRI
_r':nmm_crm_ﬁ_tl faﬁ.*iutc.r:.mlio_'m_ﬁ:'_lcrrm'.i.sr_.n‘:i11\'csligntinn ol J UBA.I:R._ This 'invr:'s_li_uu_tion.'rcvca!ecl that
J UBr\llx prnvldcd malurul auppon 1o Let b\ pmduum. .mcl pawtmn iy Le] pmpagunc!u \*ldu)'
';,Iunfymg, vm!cni J}hud Bascd on my mumng, and c.\pr::nencc I !\nuw ﬂml lcm OII‘.[ ur;:unlzallcn'ns

| such as Lz.i nml movements '11" [‘ [Idl(.d w:th thum use ilu Imt.rnu and mhc: medla as part of \"cll
_ ur.chcslm_;ed prapqgm\{la‘cum‘paigus. These campnigns sec!c-,lo=recruil.-iudivid'u_als 0 pnrti::_ip‘z_:h: in
wu!cm jl!md and 10 promote Lhe b])l'Ltld ofterror. - |

!"nslme lhc Lc] \’1dco .

R Cmmg,]c reeor ds wnﬁrm llml ul 2 .39 p m. o St.ptmnbcr as, UIO. an LeT prupm;mdd

videt was uplouded 1o thq'\’nu-[,ubu zl_c_cmuu : Gung,lt. records further indicate Uit

the IP address associated with JU B.f\IR"s residence g

- B

1cucsscd' that YouTube pecount

atithe exact. samc txmc w[m::h is c:nnamlcm w:ih lhu net ul upluudm; lhc. \':dco

' l'»’ I)uruwllwcmnm uf‘ my mvcstngauuu ]uLLLbS(':dlhe : channeton Yuu I'ubc

.=nnd viewed Llw \'Idl..n 1 ::ule.d 'mcl pmlcd thU B \IR T hlS vxdm is: ni:prhxrrﬁaldv vy mmult..s lunu
.amd is @ uunpslulmn ol pictures and wdm ths spliced lng,t.thu: with a prayer I‘.IlCl;ilLd by-the lcaclu.r.
of Lc] lldﬁ? %aud. audibly iumrd in the baclq,muud .J\Ithouvh the pmycr is nat il tl;;lt'wll. the
words “mujahideen” ancl J[had m bL hmrcl lhrounhout The wdco includes imagpes of LeT leader
lh[u: &acud, s0- wllu.l _nlmcll i tym uutl almowd lrut..i\.‘. L\plocliny tti [y hm*mg thn hll b\*-
Impm\:scd L.\plnsm Dc:vu.ns (it E Ds) Al tllle:I‘L'nl pom[s in tlu. video, b numhcr ul lcrmrm qu:s’
can hc'snul ‘one of wlm.h :s mmmnnl\' ust.d b\' Ll (\\ hich alsu s:hmvs 1[1{: npme “ .iﬁhkm u-. .

'l'a:._'yllm" tu:idér the légo). )\nm]‘_mr logo 18 knowir to.be '_u'secl;b,\} ai‘_(}ucdn in Ir‘aq_.(AQI‘J. Rased on

4
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miy training and expericinee, it is evident that the video JUBAIR produced is designed as propaganda
to develap support for LT and torecruit jihadists o LeT,

= 13.-On Seplembeér23, 2010, J UBAIR used the email zitzuimn!

send. a-link 10 the video to anotlier Subject al a hoimail act-ainit'.' Suhst,rlbu in R}nmumn tmm.

M’i__crc{sufl 'tinnﬁrms _liml cmai! nccnun jis in lhb nane .l ub"ur .Ahmdd .md

Ihc Imtm‘ul cnmtI aceount is in. Lhc Lrue name of the other ‘;UI)]LCL

- 4 Thenextday, JUB#\_IR.cmmulmicmctl with 'lelsubjt:ct andd 10ld her that I-laﬁ‘szact.-;d’s

son Idlha Sm_:.d h[‘)DI\L 1o ium and lhtuJUBﬂ\] !\ wori‘t.c! on a video all Ll;w This cnmmuuu.mmn i

s:yuhu!m hu.du’;c. it cllrccilv mmu. l,.ci lc;tdt.r ] luf'z. hau_d tmd thuz 1dgmai1cs Ialha Sm.cd us hts

son,

Prepardtion of the LeT Video

15. On September 25, 2010, JUBAIR communicated with a person whom he adc[rcssud'us-
T ulfm. lalhuaslu.d JUBAIR to lm.ludc pmluru; of I Iu!m when Ilu{v Wil bf.mu arrcstudund plm.ul

' undwhnubn zll'l'(.bl. J\h lhe cunvu*;uhuuuouuuued lalhu ctw,uhudivpus of |1|101€|h to b um.c! mlhu '

.\".IEIQEI lti is wusmmblu {o wnuiuclu llmi Ih:.. slmum.nls reg: uduw k Ialm bcmg, plucul uudcr arrgst are
it rL.l:_rmu.c ] the wndc]y pubhu/.ed dctsnuouq of LeT lLadLr Hufi# Saged by Pakistani, aulhnrmm
The LeT video uplonded by ;IUBA.[R .t:UI')l_llitts_ pl}m'os.-o'l’]:l'aﬁ;:.Su_cc;_l surrounded by upil"urn_wnl

officers, which-demonstrates that JUBAIR followed Talhy'sinstructions 1o use-such photos in the

video.

111 unulhc: conuntniciion on: E‘uplunhca 23,20]0, .|I!I‘l x\lI\ wnummn..m.d W nh I.allm.

' ]ulh.t:uut! there was a prayer by Mafiz nn You Fube and thw nwdctl to ek the voice ul rh.u uucim

W me 1kc it hetter, e deseribed par lu.ulm' pholna in L,wnt dLidll that .]UBAII\ should include i in the
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vidleo. ‘\b duhti‘lbc([ abbve, the Le'T vidu) uplmtc!cx! hy I BNI{ |1IL.EaL.ITl‘s‘ o series of inmges \\lulc_
.t.pru}er by “‘lilf Saeed is ])ld\’r:d in 1ht_ backunund Hns matnlm&. the coneept of llsc \'l-tlcu
' du,r,rtiml bv ull, | |
ULH‘I!!}, lhe %mm L.mmm:mcuncm bulwccn ILJ BAIR and lehll J UB:\ER L\Lf.d i he
_ .ahuuid pusl the Mumbm one uud addul lh.u lln.y wzml to slmw thur‘pm\ ‘er. l%ast.d on m:, kmnv!udaé_

nl LLT u.rmmt npuulmm [ bchcvc Ilus is @ rcru‘t.ncc m Ln.l 1Iuhly lc) prmccl thur pnwc s

tl_cmop.t'm_rawd by the pteack in Mum bai, Indin, on Nnvember 26,‘_2008, which resultcd’ inthedeath

‘ol over 160 people; Talha told JUBAIR notto use anything referencing Munibai but suid JUBAIR
could reference Palestine and operations of mujahideen in Knshmir, Talhasaid JUBAIR could use

N S‘L"_\'Cmi Sﬁchtzs Iikc these .-anci;;‘illi-.itlcs'ated that Jl.f_Bz\'I]'lseurch i‘b’l? !..c'.l"hn’ YourTube wiz‘e‘re hi: ct‘iuld

_f' n..l HmSL seenes in thada mngs. ll'lL. C!ISCU:SIGI] ul LL[ Mumh'u nuuaindu_n npcmlmm i -

I\ashmlr, and ||huc11 sungs |cl'lt.cl\ lhnl lh-., ]mrpmc of the wduu is 10 prumnu. L LI s v tumixrist
"argamzuuon.
ln t:arly C)n.mlu.r ’?l)] 0. cll'lu st‘:ung ilu. [ml v:clu) l diha -Sucu’(l contiteled JUBATR and

- asl».ui hlm o remove lhu wurcls “Lm.hi 1r'—,c-1_a-|bu wherwcr Lhu wcrc wrauc I'uEh:'t_ aEsu :Lt#kcd

iy uhcdwu w In.m the word “J lh ul" is smken in ilu': WUYEE. ’l.’:tlhn then. aizwcc[ l.hft _\nden_ severdl
[

: 'umus. u\'m_i, JUBAER c.(li!i ngingtr uumm ﬂﬁcx eocly sessum. JUBAIR revised-and upluudctl tim
.su.uuc] vu'smn ut lhc vldw on O:. nbu' ll‘n, ?.010
19 [ lu: rwtscd version uf ihc v ulm lhu( Ju [31\1]‘\ pmduu.d is nlso i Lmn]nl;umu of |:tctur:,s.

and videw clms spllc_cc! h‘agc!h-;l' wuh o pr:tycr t[:clatt‘ctl _l?\‘ I*lahzbuccd um‘lrhiv 'hcurd in the

“background, As the video progresses, lhuc: isn pu.mrc u{ o det :d \flnldlc La&lc: N man lymu on- ith
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-mduw.d!\ with bloud um]ur hisehin, followed by s pu,u.u e 0[’ a led ;\hddlu B .n::u.m man w nh a huilu
' luniem his uu,l». an military m]dlua areseen, surrouudmﬂ W hmupp ars to:be three deal o uuurul_*
mdivsduuis f\lso t:]mwn 5 0 detainee at Lhc Abu Ghrauh mi!mr) dctnntum facitity in Iraq w Lring'
o hund nnd m:luan' pmu,ho :,tundmh, on a bm Illc wtlw 'um r:nm unt; a ptuuru nl an 15::.1! Middh..
B usturn pmnﬁu ina dt:funswc pc:salmn i, imul n!'f\mt.rlum anldlu.., one.ol whom iy wsl,mlnmg, :
| .an .mm,}. dou 1 lm vulm dc.pu:t«. il numbr.rul' Mlddlc! nslt.m !1.1Ll1 perim sﬁm"mlhmryamvmr_s *utd
c_znrrying.;l_nd liring ussault rilles and ru:.!\cl propuivd Erunadc.s. A withthe nng,uml vcrsmn afthe
ps opug,dnciu viden, thlh video was: lnu.nded 10 promuiu Leland nets oi mum:umnul 1ernrlsm
‘20. . In S4F, ly "()I l' clihﬂt' luucwlnu 1 Lmnl urdcr ;ulthun.fﬁ_g, a p yamui seum_h uf J L!BAIR
-rcqlclcmc: [Bl ngcnts ru.uvucd nnd ex mmmd chg:lal mu.lm uud clLIE]IO l e ﬂnu uppunr m hc !lw :
- same nnp's _usgni in the first video upluadctl o lhc \’ml’l'ube aceount. 'l_“hc i'l_ics ln'cu‘lediun J U--B_:\I I;{‘s:
lucdl.l were created, mmhl“n.cl um[ uccn.ssc.c! on Scplunht.r ‘73, 2010, the same date the Hrst viden
Was upluadcd !lu, files were Iocutu.i inan u.\tcmnl compulcl hunl dn veina {'olclurluh.d ‘\”at]l iILt
Aklg;tl_'\[.gcthfg’sSYo_u.'l”ulw Uplc)ad\!j[uﬁz"S:_lccd Qmmol. Umlpr thi_s fnlt_l_cr"\'_i.fgre n.s::ri_c_s gi" u]mgcs ~'
- mﬁgin;g ﬁ'f)ln 'ph.olbs o [ {-_Inﬁz Sacccl lp"}'il&ﬂloé-(}f .lcn*érisi 1_'113'11'1\'1';‘&:}[115{ u‘{c'rc' thé Exncl .’mmﬁ iliié;ﬁés
llhu qpps,ar onthe ¥ ay Tubie video pnslud an. Sa.plunbn.r 25,2010, When FI31 chn!\ intery mwd.
JUBAII un.‘z\ugusl.l‘mn_d 24, f*.()_ljl_, _hc_ conlirmed that llc,l_mcl ;Isér_l. the cr::lcrnal;tlij;\fc o Sc\cup;l_us

rehyum xticluu.u,.

| 2! On ;\u&,ust?'} Ull durmean mimru.wnl JUB:\H mnlnculmn in Louc[rmn(mmw :

Vubmm ]"‘BI dgents shnw:.d lutn thc vultn LnullLd “ﬂunnol F mld lnv !I.lh.-' \*[u!mmnwd b*lt.(.(l

Very I'-antm_tml." that had hceu_pns_mcl Lmdcr lhc user nam n Youl ul:n. an ()Lmhar

16,2010, U BAIR 1hlscly.clcnied any involvement with the You'l 'ubc_; vicluu.‘smwtl this wus tluj: ﬁr_sl_
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‘tina he had seen the viclco. audcxplitined that § : ud‘dcﬁl himasa f'ricml on-’fbu"l"u‘hc(

On .'.\'usu'u;l 20,3001, IB! apents auunpu,d lu HEOUSS l]l]h\’l(lLCl un YouTube, und the video nn!onucr
L‘J\thlul ILis rcmumblc ) LnnclutlL that J UB*\J R, .lfu:r h'wmir been wnl‘ ronted by lhx., FBI about

elmnncl on \’ ol ln. o

7 the YouTiibe video, deleted the i{idcﬂ, fron

| '.IV-;. S E;\JI.{(’;JI.I' O I? Ju BAi li‘s; RL!: I E’}ENCL |
22. Based on my training and experienee and that ume colleagues, I know. that mdwulunls
g cngugcd 'i n _ac_tivilicsiu supp‘url of‘-l‘crmrisl orgnni'zulians' .ttsu‘aliy 'h'z‘wc Emd";prior. contacts with:other
- _mdl\!uluals nﬂllmtul wnlh 'sllbll arbanm\tmns t:lllt,n rt.sul{mg in Ihf:‘ [,enu.lllun ol lHIUI‘!;H!liti.f!i':‘tlii'tl:
:.f_otlu.r w:duncn thal m!ale 1o 1Ewu p!'mh. mt:lud:nL. tmvcl cim.ulmms cmmu.t m!ommlim‘tn_'_.

LT cspunclcncc hnanua[ n.u)rd und g g,rcmp ul’lllmtluns. us dcambud i more L]t.idl] i f\lmLhmum'

. B -Wh.i_t_:'lj_ is_ incqm_nr_atcd hcrg_in

nLq_'ti*iil'l'x’\'hn'n1 1 11:'1#?(&

wly 2011, ﬁm'ugs:

'20'1 0 und e

7N Ju.luu:' u.!‘or!;cd-m‘mﬁ invistigat v

LIILLI‘LCI tlu. sr.ths.u pu.mlf:t.s as pm‘l nl o Loutl-uu{]mmzccl Dll}'hll: \l sex m.h, nntl vun!:ul th Wit

csc_cupi_-;(l, hy =.! U_BAIR_. Thc_y rcpm_—ic_glstlmi. \_\'hilc _lh'cy_ \'L’;:__rf." lhcrc. _thcy st numerons -_pi_eccs of
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mmpumr () utpmuu. mcluclmg lwih 2 duaklup dnd lamup compuler, lhumb clnvee and exl»mui Imrd: '
- cirwcs .J\Ian obscrud werg. noichouks jul.lt'llulb anil Is[amu.-rcluu.d [ucmmrc |
j _-EV-. I?O_R‘!;NSIC‘ .@\NALYSIS 01?-.CONI'£*UTER AND S'.I‘()-RAGE DEVICES
. 35, As 'déscrib_cd :‘l[lm’t: md in: z\uauhmtnl R, (his ﬂpplluuuan ‘-LLI\‘» pummlnn 1o ht.ﬁlt.ll
a;lcl seize -\f.ar.mua ree urds lhat mwhl hu I’muﬂl on :111\’ compumﬂ o cnmpulu dcvmu in. wh.uu. u.'.
.I'urm lhev ire luuuti %mc al Lhm e!eaumm reuml*, mt j,lu ml\c. lIw llnrm of h!{:a. dumxmnl;“. aucl
othur dala llml i user-generuted, Sumu of these ¢lectranic records mj_ghl tike a form thay becomes
mcqnixig{‘ul only upon -fo'rcnsic ancﬂy,sis.-
‘16. As Iurlht.r dt.suabccl in Aliachmcm 13 L!ns upphcaltou aecks. pmnmm.u to; lnu;iln .nm _
.nn]v wmpulu ﬁ]ua Ilml mlghl serve n*: thrwi L‘-’ldchb n! the crime (l'..‘utl‘lhcd on lhe warmm bu(
g .:;ll‘m fur c.wdcnc; that csmln!mhca how uny wmpmus were uwcl the purpose oi such use, whn ust.cl
'u und whm |
"-’7 Athoﬁqh some c:f lhc n.t.orcls ca! lcd J'or by Elm warrant mmh[ ln. lmmd in llu, lmm ul‘
' -'uqc »g,cm'mu.cl documenty- (JU(.‘]‘I s wm'd proct.saor, pu,lurc. and movie- hlu.) commuu 5im tu,c s
mcdln i coulmn ulhu‘ icrms ot' uluummc L\’tdl:m.L. as wdi | - - |
..n. !'un.nmc wlclt:m:L ﬁl hnwcumpulua were u.&-cd ilu. purposc ul lhmruqc who
‘usccl thcm und whcn | is, a5 dcscribccl ﬁuthu in &\uut,hmcm B3, L'llled [m by tius warrun, Dulu on
;lhc sloragu mf.dmm not cmwnlly xtshnuntul wuh any file.can ]medc c\'lduu.c. ol lile llm! was
unee on 1hc ‘-lur.zgn. nn.chum btu hm mncc hf.Ln ddulLd or u:tm,d ar o(‘ f clt,lctcd Jnruon ui a ill
-.(sun.h as 4 pdmﬂmph thm has becn cielr.led l'mm Hl Wnld pmcuamng f' Ic.) \’ lmml munnry p.lg,m" |
'-syslums cin luwn u ires of mlm nml:(m on llw almm,c mu:hum thm s!mw whul lat.lu. .md prm.usxm

were :reccnll_v aetive. Web lJr_g')\\'Sars:;_ C"‘:ﬂ'léli_l prugmms, and, c_ha_l 'pmgrz-l_n‘w' -s__:ur'c t:nh—j‘;gtt'rju_ljoﬂ -
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';iq"fbrm_aiﬁion: on .the_sloragt-:m.t:_diam_- that _'c_:in réveal ‘iﬁ!ﬁ11115i1_§6q$ucli as online ni__r:’kn_;uui:s;‘a.uid
_ pqssxvq‘ﬁds; pr_:ru(i_h{; sys!';:_n_is; ¢ah _'1*cc'prd_ 1'udc_lmm_1§11_; infzsn;.jr;mqu, such jz‘is 1.]11;"521:1,1;_‘;;"'&;31‘;}1_”.1 ._-.:'all’ .
- peripherals, tihc:nﬁaehnwm.o'i‘ LSB Hash 'smmge:dcviccs or.other c.\“lcmnl storige 'mcﬂiil; ancl the
_umLs lln. Lompmu was in use. (;umpuu.r [ak. hvslcms i ru:nrd mfummmm abmu lhc d;uc.h ﬁlu.
| were c.rmu.cl und the chumu. in wluch Lhuy were' crczﬁecl | o |
| .. b | I’-;c_a‘rc;ns_i.c eviclcn_c-u_ ona qc);n[)'t:;t\;'r or 5151:1_5.;5: ';_n;:;-ﬁl'iun'-: t.;a_xgx nlso _I.I.".ldi(..t;l'ltf‘ v.hu .
*hus used or controlled the computer. or s_lpf'qgc_. mcr_;iiurﬁ. _ ’_[T])i_sj _"u.éér m'h'il_mtibn" evideneo iy
analogous 1o l!;u search for "indicia of ocuumnc ¥ whllc Lwcullm, ﬁ hutrc_h wnrrantat i I‘L"\ldcl!{.l.
.: I nf v.,.vuﬁpiu mgstﬁ mf.urmuu.cm+ Loul:gtrauun files, user pmhlcs, e-nmnl —mtul addrms bunl\a,
c]ul “i mstani mr,ssa:b.mg.. lug:. phamgmplu. mld wm.'iponth.ncc ('mcl llu. clam n‘;qouuu.d wnh the  "
_l_brcgu'ir;g,' such ns file crgu‘li_uu ang lnsi. aecessed dates) may hc_c\?iclcncc.ca I whq uscd-ur _col'uroll_,cd_
t‘hc coinpu_ter or storage m_c-:di_ﬁl_n at ] relevant time. o |
. . A ]mrsbn wi'!h uppmpriatc !ﬁmiliuﬁty Wii’h ‘how.u'cmmmicrwufks c;u;,‘a!';'u;r
' _cxemumns..llns !urcnt.ac u\'ldL!lCL‘ in us ;Jropcr context, dmw :.mu.lu:,umsuhoulhm\ mmpmurs‘ \\@m |
u:aLc! the purpthf.: of thmr us:_, \\ho u:,cd tht.m, and. wht;n.. . |
B d, The pruu,-.s u{ u]unu[ymg the exact hlcs, blou[\s, registry entrics, Iny., or
other I'onm of forensic cv 1duwc on i 5lurnau mcd:um tluu dl‘t‘.‘ necessary lo dnm un dceurate

'Luuchxa:un isn tlvummc process. Wh:l itis pmsnbiu (e spwily in uclv nee: witl p.lruLu!umy a
dt..SL‘I‘kpll(Jl'l ul’ lhu ru.c:rcts i hu muuhl r.-vtth,m:ca 0[‘ this u.*pc ol'tt,n is nnl ulw ty.s ddm t!ml ‘cin. hL
mcrulv rum.wr.c! by # review lc(tm am:l passed 'ﬂnng {o mvu.m.ulm«.. thlhcr dmu s!nrccl on n

compulur is wsclt.nu. muy dupeml on uthu’ ml'nmmlum Sl(JtL‘LI on 1]1{: unmpulurund lhc upphaulmn '

10



~Case 1:11-mj-00742-IDD Document & Filed 09/01/11 - Page 11 of 13 PagelD#31

of l(;_ic:.\\'i!';clg_t:.abou_.l_hm\-' # coniputer belwves. ’I.‘ht:mﬁ)rc,_-n_:m'u'c-.'\'uml -inﬁimm’ﬁnn IliL"L:ﬂSSi.EI’Sf lo
_ un_t.l;:r‘su}.nd. _lh.c-v_::\.'icl'gﬁcc dcscrib_r:c! :in Auachm_un_l B.alsotfalls '_wilh-I;n the .s'cupc- ofihe warrdnt.
(T 'urlh(.r. in [mdme LVIUEIILL ol'how a compuler was u%d the pmpcm ofits
use, who 11.snrl it, nnel when, snmuhmts itis !N.L(Ibbill‘} o utnbltsh Lhal a pmllcul.ar {hm;: is not |
.pru‘,lc.n‘t ona smrz.u,c; m.achum. TFor c'\'rlnlplt. I L:mw lrum lrgumn;: and (.\puu,ncc lhat jLis pmmbl? |
..tlm nmlu.mu'-. t.m!mfare can be mslnll;.cl onReom puh.r m[‘mn wulmul llu. Lﬁmpuu.rmc: 5 i‘nm\'iuc!u:
that ‘_ﬂrll_l“QW l_hc' computer to be used by others, sometimes '\\'ilhﬂul;lh_c IQII.Q\\'IU'LIL"Q-QI:UID vomputer
OWILT, \ibo, the prcs,Lm:c o ubsumc ol cmmu.r-f orensic pmgmmﬁ (zmd Il'xSUC!U[Ld d'un) ih'\t are
| deslg,ned io Lll[!lllhllb dulu muv ht. mluﬁmt lo leubllshmg !hf. Lmr S mlc.nl '1 o lnvu.ltym lhb crimes
'_."dut.mhml in lhw W umnl llm!ghl ]JL‘ nt.t.uasar\f o alwmuml{. wiu,!ht.i any suuh muhcmm snﬂw m.
is present, md il"so, whether the pxu‘:.m.t, 01 lhul mitlicious software mlghl expluin the prcscnca of
'o'lh_t_:i' Lhiug_s [ound on the storsge mediun, In_wmi_nn .1hu_pm sible L.\_I_‘;I_Lllu. of malicious soliware
s _th_c_r,.nicticn_l. bnss_ilmi_f_i'iy, ‘o.nl}_'; I_Q.ﬂill nul_.—knu\;\-f? until a !'é;rcnsic aijaiyslis is conducted, whether
.mai!_inio.t_i.s_ st__i_li\\_.'afé_ .i.*_s p;‘cscﬁ_l i'n..lh_is inIlSC‘,.- | |
g 28 _S,cgll'cllfng storape nwdiu '-‘.,l"CII' the m"ilc!'uucé deseribed inthe Alichment may r_cquii'{:-a
r:ultgé'ol"datazzlﬁulysis-1u;:hni_c|u;:s. 11 i..‘.;.]ms.s_ihl..c that the storage 610&1& l'ﬁcul{:d' onthe prﬁ'misu.-; \ﬁli
cu_nliiin Tles umi i111151-1111i1i;3:1 l.lml' ;u'é _nnl cullud .I'ur ..hv lhcl wﬂrmbu. in 1;ch cases, whn,n
circumslances purmn iLis pcmlhlu o canduct uuc[u]lv l‘ug.‘,ctn,c! em'c-zlws Lhalt'i:an- In-i.-éue (:viidcncc
wnhuuf rf.qulrnu, fimes comunung ﬁmnuul mm:h lhmug,h unrt.lmcd materials le: m.w be
LCHHI!HH{.,]GU wuh ummmul E\’ldt.l‘ltc. lurcxnmr:lc itTs pcnsslh!u lhmu,h m.rc' .!m”aal;:;mg,‘ nwduuu”
‘.10 bc mLamad ina \\*1)' \\'luu. lhu Inm!mn of z:!l hings CdHLEl Tor by 1hL W m':snt are lmmu.h:uth '

'_zl[a_lznlr@;‘ni. in most CAYEY, !1<)\5'c\~'c;|‘,_ such tcu_htm[uus Y. nm‘-yiefct- the evidence dcscﬁb\:d 'iu _l,hL:,
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'\a*arrflql.. For cx:unp’lu,‘Eint';c{rmn'tin_n regarding uscr él_tir‘ib_miun'..m‘:r‘ Internel use i_s-ll_a_mu'!z_:_d.in;‘vi‘aﬁhus
operating sys!f;m'lo'g hlu. that nre H'Ql. eusily .lﬁi!i:llé_d. Qlf.'ré:}éiﬂ\‘&'éi;l-. As explained aboye, j]_a«'-.*_qxugsg l.l.w
_ \\_.:‘Bl‘l‘a!ﬂ calls for mcm'ds tq:i_’l_ﬁuf-g't';t.ﬁ'ﬁpt_llf:flj;ls been uscpl, \vlm_g ilesﬂbeen used l'm; angd wl_m; huig
us.ul i itis ::\u.Ldm"!y hl\ei\ l!ml u\wll he nec_u,:,\ry o thnrnughlv sutrr.h s:tumut. m:.dm to cnblmn
uvldmcc muluclmg cvlclumc llml v; nut l'lt.:lt]\' ur;:,am?cd mm lIlL.H ar dacuun.uls Iw.: as i sc ) cla _
'_ _ut”u pu.zmsus lor phyﬁ:cul oh;u.u. tequueu sulrchmg, thc umre prumm h:)r thusc nh;cc!s lhm are |
. : descr_lhcd-ix X warmm, u search-of this premises for the ,1_I1_i;_ngs cjl_e.s_c:r_i_lnccl in Lhis warrant will likely
: rcqtlm, f mmh among the Eliilil stored in Hlor.wu mcdm Ior the: lhmg& (“mluthng ch.mrmm L!'ild]
| . unllu.l f'ar b\ thm warrant. ﬁ\ciclllmnully, u |~. pmmhh. Lhnt fi Iub lmvc hu,n dz.l:,lcd o Lcim_d hm Ihku._ |
-'_mm_nzmts u.l.'_'(:iic{crvcmions_ ;}rt.‘._:in'uuui!m;ltcd s_:pm.'c ur_"sl_zx’ck,x;;;gg:;:. '.I'I_iis.Jn_a_,-um_k_cs i{.gxc__'ecciig}gly
.l?!.(cl_)’.'thni ih-ll.lis case it will be ﬁccessﬁi‘ *-16 ise nmrr:*rll'mrb.u‘sz'l.x _lé‘chriictues-. | |
29 The ztcms seized ny purt ol'this npplu.ulum wﬂl huvu I'm:.mu.ally mund 1111{1;,1:5 (dl}_’l!ill
' wpws) pmduccd 01 t!u, ‘;uued !l-..m::. whn.h wall in lurn hc Hc.uruhr.d in lu..u of lhc. uru_.,mal .*,uzcd '
_ _uc.ms as pml of i dlg.uul mu.lm./computt,: Iorr_'mw c\amnmlmn. HIL :uam.h of clu,zml anm of llu_-.
m.m:. m?cd is dunc. ln ensire and EJ[‘L&&:I Ve IIIL Imcnsu. mu,mly ut lin. seived ftems: l"ur adclulmml '
' tmd,’m lu[urt. a..\zumamllcm(q) in :u,u"nclnmn, w1ll1 Lrlmlml prnccdurc .mcllulu. ofev :dcnnu. lhuu
c. atuumlum(s) of .-;wcd items wxll be. Lnncluucd by pcihmmel nssi anl to llu: Cnmpuwa Anzllvm _

: Rmpmm [ iy (CARI wwvho are LLl‘lll!Cd by Ihul 13! Io f.um[uct auc,h types of examinaiions. lhu:a :
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parwmwl mll pse mmput-.,r lm‘umc h.nc[w weandior suilw*m. whmh has buuu upprovad for use in
t:ri;niqlt_lt':_iij1g such _gﬁgcztg_tm_wi_na,liqm_s., '

VI, CONCLUSION

ant.d on l]l:. tnre_g,nmg, Llu.n. is prubublr, gituse lm bcth l]ml lmm on nr leutf.ucptr.ml:u' o

.,3.20](] lu un or .ﬁmut Aut.usl .,:‘, ..()l 1'.iUU'\U{ =\IIM-"\D lms uuhuvluilv cugag_ctl in L!w nITt.nse
n[ pmwthm. m'uerm[ suppnr! ;lnd resourcesto dCSEL,l‘lillLd lmuuu lﬁ‘l‘l(ll‘l‘.l crrv uumtum ln \'ltal'umn

af 18 UiS.C. § 23391, aml:_l'r_un'_l on mr;ihuu__t;:_\-ugust 23,2011, lie. _un’l:’u_,\-'l'ulh'_mzlﬁdc Ilfultcri‘:ll".rzils_e

_’ilutcment‘; ln vmlutmn u! IH U 5 (.‘ I()Ol(u)m iny nmllerm\rniwng, mle.rn.umnal ltl“l'(ll‘l::l‘n HE

' .clr..[mr.cl in. [& U.L .C. _ 3 !'. 1 hcr:: H 'ﬂm pl‘Dh'lthCﬂL[\L‘ 10 hc:ht.vclhat \\'lil"unJIJBf\lR ‘\‘.I’ . lr::ncc-_-

uy descnbcd in J\uachmuu A, thcrr. is L\’ld(.‘.ﬁh&. :

af said olfunse, a8 more particularly desciibed in Autachment B, -

Duudshah S. Andish
- Special Agent
TFederal Bureaw.of Investigation

Swom o mui aulr;cnhed hefore me this ) st day
ul SLplr.mlu.r 2011, in the City of Alc\’ uu!rla, VA.

s/
Iwm D, Dclws _ o
Umtcd States. Mag,mtruie lud{:,_. e
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DF‘%CI !i"ll()N QF IT IZM‘? TO.BLE E\LMH')

, LEvitence, -Fru_its:,rzii_iti__--iiiR_Ljr'lrix'npn'mlil_ibs o!’v_lt;i;;lfi_ons of federal law, namely; violationsof 1§
-:U-.S.C.f}g‘é 2339[3 an,d,l_(l(l I,, including: o o '

_ A Contems af dm' cnm;mlura, compuwr atm‘ugc dcvlu,s and ClLCll‘OllIL mddia
C(“ELECTRONIC DEVICE S") that WEre-ar may hm'e beenused nsa mc.w, to-commit lhu oftfunse.

of providing - malerial-support-th tefrorist organizations. in violation of 1§ U.8.C. § ?.33913 .md S
.mnkmn umorml Tilse. stitements, m vmlntmn nflS U..‘a C.§ 1001 S

3. Any und all hull\\’“‘L lim{ may be. uull?ul o crwtc mwm_, distribe, giore, nr modify
the evidénce scmg,ht and.all ml‘lwurt: Elml may- bc uacd to wmmumcam OF Biore wmmumutmns
-desr.rlhv.cl in thewal hdawt, : - .

: CI Fikes and dah in lhc ELLC’] lx()NlC‘ DL\’ ICi:S lhlllbhﬂ\\']UH L‘\H\ f\lh\l!\]) apnsauasmu
cond comrol at lhc lnm nl Lhn, ullm.n,d nfluusu-. s '

_ D, }\.n_v an_d- all logs, rcgislxy, cmries. cnn_ﬁgumlinn-:ﬁ'[cs, suved usernames and passwords,
~documents, brosysing history, tiser profifes, emails, email contacts, “chal.” inistani niessiging logs,

phologrnphs uud corm cspondmcc a "'ucmtcd with the. LLI‘C FRONIC DEVICES:

. Addre mcUnrl{.lu.phanc buolu. nnd papms rcﬂcctmg, names, 1dtlrusscsm1clz’n_rtclcphonc _
numbcm o ' o

. I{u.upls bunk statemients; mmu.) Llrﬂﬁb. and-any nllwr itens cv ulc:ncmu the nhhnmm,..
1rnnste1, .md!u; expenditure ni”mmu.y moncun y msu-unu_an and t.'wh in I”urthu ange of matuu 1!
supparl of u.rmrlsm. S - : '

G thog,mphs in particular phamgmph‘: of passible, mnsplrmmq nssels and/or pmuuml
ferrorist tarpets, and all still cumers andvideo camera devices, (0-include ol u.swul(m.d mcdm
storige. clwu,ct: ﬂm.h cutrds; mmnnry ‘1!1(.]\5 nntl:’m‘ phota CD or D\fDaa. _

' I‘I Cr.!hltm tclcphom inlmmatmn rwua!mg 1hu ‘extent, nature and  contént -of
- gomitnicatng whony peltential monapn‘nlors ineluding 1 communicntions in Mrthermne of any
" conspimey 1o violine 18 11.8.C. 23398; any stored contact information such as names, 1elephone

“numbers,’ plwuw! uddresses, f,laclromc midl dddresses; ¢-mail; Short Messige Service (SMS)

messnges caminonly khow as “u.\l mc.\.s’lt,u," and stored dlg,ml muim sm.h as plm[uyaphs
_\rtdws zmd dm.umcnu,... S .

-

5 ! Dnulmcnm ch.pwlmg tlat'ult. a[ |‘Jﬁhi or ﬁmm. travel nl IUBAIR :\IIMAD

l’:oulﬁ. mauuuis e udcs uwtruutlons Vl(lt.l)ldpt.‘: uuclmmpcs iulcls or mhu' m;uuu.&ls
r,cin_u,ug. _lu any kind of milita y-sly_tc ralning, jihad, violence against the United States, support for
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lashl\a\r-c l'mf[ba (LeT), .mdfur any other Immustgmup or l]w clw;[upmcm lise, cupal:-nl:uus or
any other mpecl ofany ‘."r,apnns . - .

_ "I’\_. Au’y clo_cumcn_tmmn_-mchcuiing support or intention of martyrdom operations as refated
- e JUBAIR AHMAD, and/or.other conspirators; whether in weitten, video.of gudio format.

RES)



