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?JEW YORK CTV-L LIBERTIES UNION, 

P r o p o s e d - I n t e r v e n o r - A p p e L l a n t .  
........................................................... X 
Before: JACOBS, Chief Judqe, McLAUGHLIN, Circuit Judne, and 

SAND, District Judqe.' 

The defendants were coilvici:ed after a jury trial. in the 

Northern District of New York (k!cAvoy, & ) .  The dist.rict court 

denied a mtion of the MEW York Ci7i.l Liberties Unlicln (the 

"NYCLU") to intervene in the case for the purpose of asserting a 

First Anrendment right ircj discorrery of certain documents sealed by 

court order. The defendants and the NYCLU now appeal 

'I'he Honorable Leoriard B. Sand, United States District Courr for 
the Southern District of NEW York, sitting by designation. 



- i n  art accornpai-~yinq s u r m a r y  r i r d e r ,  ~ € 2  r e j e c t  most  o f  tiie 

.. i ! u , , ! e r o ~ ~ s  ..-, c h a l l e n g e s  ti; t h e  d i s t r i c i :  c o u r t ' s  r u l i n g s .  I n  t h i s  

C l a s s i f i e d  I n f o r m a t i o n  Pr i ; cedures  A c t ,  1 8  U . S . C .  app .  3 9 4 ,  a 

c r i m i n a l  d e f e n d a n t  i s  e n t i t . l e d  t o  d i s c o v e r y  c f  r e l e v a n t  

c l a s s i f i e d  e v i d e n c e  t h a t  i s  h e l p f u l  t o  h i s  d e f e n s e ,  a  d e c i s i o n  

:.. L i - :  
. . . , + ~ . l . i , , ~ r ,  t h e  d l s ' i l - i c t  c:c;urt 's  c" . i . scre t ion  t h a t  may b e  made w i t h o t i t  

& '  i r ~ e  d e f e n d a n t ' s  c r  hj.s l a w y e r ' s  ~ a r t i c i p a t i o n ;  ( 2 )  we r e v i e w  

d e n i a l s  crf m o t i o n s  t o  i n t e r v e n e  i n  crin!:;r~al c a s e s  f o r  a b u s e  o f  

d i s c r e t : i o n  a n d  f i n d  no  such  a b u s e  h e r e ;  and  (3) d f s . t r i c t  c o u r t s  

o r d i n a r i i y  s h o u l d  r e f r a i n  f rom e n t i r e l y  ( a s  opposed  t o  

s e i e c t i y l e l y )  s e a l i n g  c o u r t  o r d e r s  a n d  d o c ~ j m e n t s  f i l e d  b y  ;he 

p a r t i e s ,  b u t  t h e  d i s t r i c t  c o u r t  d i d  n o t  e r r  i n  d o i n g  s o  h e r e  

wlLL1AM C .  PERICAK, A s s i s t a n t  
.. u n i t e d  S t a t e s  A t t o r n e y  ( E l i z a b e t - h  
C .  Coombe, Brenda K .  Sannes ,  
. n s s i s t a n t  . U n i t e d  S t a t e s  A t t o r n e y s ,  
o f  c o u n s e l )  , for Glenn T .  Sudciab:~, 
U n i t e d  S t a t e s  A t t c r n e y  f o r  t h e  
N o r t h e r n  D i s t r i c t  o f  New York, 
P-ibany, N Y .  

,- I.I,KENCE - I,. K I N D L O N  (Ka thy  Manley, 

on  t h e  b r i e f ) ,  K ind lon  a n d  Shanks ,  
D . C . ,  Albany,  NY, f o r  Defendan t -  
A p p e l l a n t  Y a s s i n  Muhicldin A r e f .  

KEVIN A .  LUIBW-N9, Albany ,  N Y ,  
D e f e n d a n t - A p p e l l a n t  Mohammed 
Mosliirrref iiossaj.il. 

COREY STOUGHTON ( A r t h u r  E i s e n b e r g ,  
C h r i s t o p h e r  Dunn, on t h e  b r i e f ) ,  



. .  . . .  
M e w  York C i v l i  L l D e r t i e s  Union,  
M e w  York., N Y ,  f o r  P roposed-  
I n t e r v e n o r - A p p e l l a n t .  

M e l i s s a  Gooch~ian, American Civi.1. 
L i b e r t i e s  Union,  and  Corey  
S t o u g h t o n ,  N e w  York C i v i l  L i b e r t i e s  
Uniori ( J a m e e l  J a f f e r ,  A r n e r i r - -  -,n 
,- .. 
~ . l . v i l  L i b e r t i i e  s r i ion ;  R r t h u r  
- .  i l , l s enberg ,  C h r i s t o p h e r  Dunn, N e w  . . .~ 
York C:ivii ~ i b e r t i e s  Union,  on t h e  
b r i e f ) ,  z s  Fiiiici Cur- American - 
C i - g i l  -- L i k . e r t i e s  Union & t h e  N e w  
York C i v i l  L i b e r t i e s  Union.  

P e t e r  K a r a n j i a ,  Dav i s  W r i g h t  
Tremaine  LLP ( C h r i s t o p h e r  Rob inson ,  
David W r i g h t  T r e x a i n e  LLP, on t h e  
b r i e f ;  David  E .  McGraw, The N e w  - 
York T i m e s  Company, of  c o u n s e i ) ,  
N e w  York, NY,  >.m.ici C u r i a e  
Advance P u b l i c a t i o n s ,  I n c . ,  The - 
A s s o c i a t e d  rress, D a i l y  N e w s  L.P., 

m G a n n e t t  Co. ,  I n c . ,   he H e a r s t  
C o r p o r a t i o n ,  NBC U n i v e r s a l ,  I n c . ,  
The N e w  York Newspaper P u b l i s h e r s  
A s s o c i a t i o n ,  The N e w  York T i m e s  
Company, Newsweek, I n c  . , N o r t h  
J e r s e y  Media Group, The R e p o r t e r s  
Commit tee  f o r  Freedom of tlie P r e s s ,  
R e u t e r s  America LLC, U.S. N e w s  and  
World R e p o r t ,  L . P . ,  and  The 
bl , - . , lngton -. q P o s t ,  i n  s u p p o r t  of  

Proposed-interxienor-FF13pei!.afit. 

Both  d e f e n d a n t s  were c o n v i c t e d  on c h a r g e s  a r i s i n g  o u t  o f  2 

s t i n g  o p e r a t i o n .  The j u r y  f o u n d  t h a t  t h e y  c o n s p i r e d  t o  c o n c e a l  

t h e  s o u r c e  of  what. a  c o o p e r a t o r  r e p r e s e n t e d  t o  b e  piroceeds f rom 

t h e  s a l e  o f  a s u r f a c e - L O - a i r  m i s s i l e .  Accord ing  t o  t h e  

c o o p e r a t o r ,  t h e  m i s s i 1 . e  was t o  b e  u s e d  by  t e r r o r i s t s  a g a i n s t  a 

t - a r g e t  i n  N e w  York C i t y .  B e f o r e  t r i a l ,  t h e  Government so i jgh t ,  



pursuant to the Classifieci Iriformatr'on Proced.ares P.cr ("C:LP.A"), 

. . i8 ij .S .C. app. 3, two prc;i:ecti-je orders restrj.cting IILSCG-JE~:~ c,f 

certain classified info~matior~ that, arguably, would have been 

otherwise clisco-~erable. The district ci;urt granted the motions 

in parc and denied the rest. 

Based on an iirticle in The Nevi York Times (suggesting the 

d-f-nd-.,-d- cs.it..s night have beer, subject ro kiarrantiess surveillance), 

Aref also moved to discover evidence resulting from any 

warrantless surveillance and tc, suppress any illegally obtained 

evidence or to dismiss the indictment. Both the Government's 

responses to tkie motion aJ?d the district court's order denying 

the motion were sealed . .. because <:hey contained classified 

information. The district court also denied motions by the New 

York Civil Liberties Unicn (the "NYCLU") to intervene and to get 

, . punl-c access to those sealed documents. 

%he defendants appeal their convictj.ons. The PJYCLU appeals 

the denial of i:s rr1otior:s to intervene and to get public access 

i ,, A the sealed documents. Because most of the appeliants' 

,-.L -,!dlienges . are governed by settled law, we address them in En 

accompanying summary order. We now reso'i\re cwo f~ssues of first 

impression: (1) the standard for determining what relevant 

classified information a criminai defendant is entitled to 

receive duii.ng discovery, an.5 (2) tile propriety of and :he - 

standard of review for denials of motions to intervene in 



, . criminal cases. We also h o i d  that the distrlcr court did not err 

. . in sealing certain doc~iments conta:n;ng ciassi.fied information, 

]jut urge distric; courts to a-goid seaiing documents j.n their 

entirety uniess necessary to serve a compe~ling governmental 

. . rn~erest su.rk, as cational security. 

BACKGROmD 

Tn -. a t'iiirtv-count indic:rmerit, both rleffridarits were charged 

with conspiracy and attempt to commit money laundering and to 

provide material support to a designated terrorist organization. 

>.ref was also charged with making false statements to federbl 

officers, 

. . 
The ... Government alleged that the defendants agreed to work 

with a cooperator j-n a scheme to conceal the source of $50,000. 

The cooperator told the defendtints that the money came from the 

sale of a surface-to-ai.r missile to a designated terrorist group 

called Jaisi-i-e-l4oham.med. The missile was to be fired at a target 

- in New York City. A jury found Hossain guilty on all twenty- 

seven counts against him. Aref was convicted on ten counts and 

acquitted on the others. We address the defendan~s' chaiienges 

to the cv:;dence agaj-nst them in the accompanying summary order, 

and we recount only those facts relevant to the district court's 

handling of classified information. 

. . During pretrlai discovery, the Government sought protective 

orders pursuant to C i P A  section 4, 18 U.S.C. app. 3 S 4, and 



F e d e r a l  R u l e  o f  ::rimi.nal. P roced i i r e  ( d )  (1) . The o r d e r s  ~ o u l d  

peri.ii:, i t  to  :+J:pthhol,2 claceic; - ., L . ~ F ; ~  j . i .~forilatj .on t h a t  might  oc!-leiwise 

ha.je been d i scc -ge rab lc ,  d i s t r i c t  c o i I r t  h e l d  2 - c r i e s  

EL=%, j.11 camera  c o n f e r e n c e s  w i t h  t h e  Government r e l a t i n g  t o  t h e  

- ~ l - s - ; f i e d  .- - - a A -  infc;r.;~at:.on. . rhe c o u r t  ,!.so h e l d  ar, e x  p a r s ,  1~ 

camera  c o n f e r e n c e  w i t h  d e f e n s e  c o u n s e l  t o  a s s i s t  t h e  c o u r t  i n  

dec?.d:iny w l i i  i n f o r y l a t i o n  i;oul:d b e  h e l p f u l  t o  tkie d e f e n s e .  

On J a n u a r y  20, 2006,  4 r l  moved t o :  ( I )  s i l p p r e s s  a l l  

. , e v i d e n c e  a g a i n s t  nlm a s  t h e  frr3i .-.  t of  : ~ l ~ e q a l  ' i e l e c t r o n i c  

s u r v e i l l a n c e ,  ( 2 )  d i s m i s s  t h e  i n d i c t m e n t ,  and  (13) direct :  t h e  

G o ~ e r n r n e r ~ t  t o  a d m i t  o r  d e n y  i l l e g a l  e l e c t r o ~ ? i c  s u r v e i i l a n c e  

a g a i n s t  him and  t o  proyvide a l l  docum.entat ion of i n t e r c e p t e d  

c o m m u n i c a t i o n s .  Are f  b a s e d  t h i s  mocion on a n  a r t i c l e  i n  The  New 

York Times,  s t a t i n g  t h a t  " d i f f e r e n t  o f f i c i a l s  a g r e e  c h a t  t h e  -- 

[ N a t i o n a l  S e c u r i t y  A g e n c y ' s ]  d o m e s t i c  o p e r a t i o n s  p l a y e d  a  r o l e  i n  

t h e  a r r e s t "  o f  A r e f  a n d  H o s s a i n .  

On Mdrch iO, 2.006, t h e  Gover:lment f i l e d  a n  ex  p a r t e  

O p p o s i t i o n  t o  A r e f ' s  moc.ion ( t h e  "March 1 0 ,  2006 O p p o s i t i o n " ) ,  

-. whi.,ch t h e  Corir t  r e v i e w e d  i r i  c amera .  l lhat  same d a y ,  t h e  d i s t r i c t  

c o u r t  d e n i e d  t h e  ~ n o t i o n  i n  a n  o r d e r  s e a l e d  frorr! t h e  p u b l i c  and 

t h e  d e f e n d a n t s  ( t h e  "March 1 0 ,  2 0 0 6  O r d e r " ) ,  i n  which i t  made 

c e r t a i n  f i n d i n g s  u n d e r  sea:.. I t  a l s o  i s s u e d  a  b r i e f  piublic  o r d e r  

. . s;a"ing t h a t  I";-,ad de r i r ea  t h e  i f lo t ion .  



a week. later, the district. court issued twc sealed orders . . 

grantj.ng in part and deriyii~g in par"; rhe C-o~~e~-r!rnent's n~otions for 

protecti.ve orders. Later t:ha"iontk,, the defendants asked for 

the district ccurt's three: sealed orders--the March 3.0, 2006 Order 

arid chf t w o  orders resolving the Government's motions for 

protective orders. The districr court denied thst request, and 

. , >.ref sought: a wrir of mancian~us frorri this Cour"irderir!g: (1) tne 

district court co vacate the sealed orders and to provide Aref 

;rith unredacted \ie::sio!-1s of the C-overnnreilt's filings, (2) the 

. . Governr~ent to discio:;e snv warra~tless silrvel.lla!ice of Aref's - 

pommunications, - and (3) the district court to suppress all 

evidence agair.)c:r ..- - hini as derived frorn illegal warrantless 
sur7~eil?t;nce and to dismiss the indictment. S..e Are; v.-United 

,-7 States, 452 i-. 3d 202, 205 (2d Cir. 2006) (per curiam) . lne NYCI,IJ 

moved to intervene ro gain access to ail sealed orders of the 

district court. We disrr~issed in part and denied j.n part Aref's 

peti.t:icn and denied the NYCLU's intervention motion. See id. at 

207. 

On March 28, 2006, the district court issued a Decision and 

Order finding that b o ~ h  the Government's March 10 Opposition and 

the court's March 10, 2006 Order should be sealed because "the 

Government's interest in protecting the national security and 

preventing the dissemination of classified information outweighs 

the defendants' and/or the public's right of access to these 



aateriaj-s."  he dist:ric:i oiirt reasoned that the March 1.0, 2006 

Opposition and Order ".*>ere s o  limited in scope and so 

interrelated with classified inforrnatian, [that] the fi.ling c~f 

redacted materials . . . that did not divulge classified 

information would be impossibLe ." 

On July 6, 2005, the NYCLU moved to i~itervere to secure 

. . 
public access to as much of the March L O ,  2006 Opposition and 

Order "as [cor~ld] be r:!ade puiui:.~ witi-lour comprcmis!irig 

1egiti.rnately classif.ed nationai securi ty infor-matisn ." r'- l'ile 

NYCLU also moved fcr public access to rbrc .Id,.e dociimenrs. 

Despite its earlier sealing decision, the district court, 

in respor~se to the NYCLU's morion, instructed the Government to 

L LLle 1 publicly as much of its March 10, 2006 Opposition as it 

could without jeopardizing national yecurit:?. The Government 

pub;icl.y filed a redacted version of that document disclosing 

only a few unclassified paragraphs describing Aref's motion; and 

it provided the name and position of the official. whose 

decldration was submitted to support. the March 10, 2006 

Opposition. 

On February 22, 2007, the district court denied the NYCLU's 

. . 
motions to intervene and for public access, reaffirming :~cs view 

that "there could be no public access" to rhe March 10, 2005 

Opposition and Order "without c:on!pro:;lisir!g citissified national 

security infori~ation." Because "the issue raised in the NYCLU's 



application was, in essence , decided before the [rr~otion to 

inter-gene] was zade and was based upon rhe standard advocated far -. 

. . 
by the N Y C L , U , "  t:he district court c!enlecr Lhe NYL',J's moiioi! to 

intervene. 

The defendants and the tNYCLU now appeal. 

DISCUSSION 

Tile defendnnts argue that the distri.c:t cour-t imprcperl:v 

denied them access to ciassified information during discovery. 

. , 

The NYCLU maintains that rhe discricr court erred in denying 1r.s 

nations to intervene and for puk.lic access. We reject these 

arguments. 

I. CIPA 

CIEA establishes procedures for handling classified 

information i:i criminal cases.: The statute was meant. to 

. - .  
"protect[] and restrict [ ]  the disccvery of classrrred information 

in a way that does not impair the defendant's right ro a f-,.' air 

& L.rral." ijnited States ‘v. 0' Hara t 301 F.3d 563, 568 !Srh Cir. 

2002). 

CIPA section 4 sets out procedures for "[djiscovery of 

classified information by defendants": 

"TEA defines "classified i.nfor!nationr' as "information or 
material that has been determined by the ilnited Sirates Government 
pursuant to an Executive order, statute, or regulation, to 
require protection against unauthorized disclosure for reasons of 
natianal security." 18 U.S.C. app. 3 S 1(a). 



1. The [ d i . s t r i . c t ]  c o u r t ,  upoii a  Sl . i ff ici .enc showing,  mzy 
2 a u t h o r i z e  t h e  U n i t e d  S t z t e s  t o  d e l ~ e t e  s p e c i f i e d  icerns 

- .  '1 ., o r  c l a s s i f i e d  i n f o r m a t i o n  froiri dociiments t o  b e  made 
'1 a v a i l a b l e  t o  t h e  d e f e n d a n t  t h r o u g h  d i s c o v e r y  u n d e r  the 
5 F e d e r a l  R a l e s  o f  C r i m i n a l  P r o c e d u r e ,  t o  s u b s t i i u i e  a  
6 summary of  t h e  i n f o r m a t i o n  f o r  s u c h  c l a s s i f i ! + d  
7 documents ,  o r  t o  s u b s t i t u t e  a  s t a t e m e n t  a d m i t t i n g  
8 r e l e v a n t  f a c t s  t h a t  t h e  c l a s s i f i e d  i n f o r m a t i o n  would 
3 t e n d  t o  p r o v e .  T h e  c o u r t  may p e r m i t  t h e  U n i t e d  S t a t e s  

1. 0  t o  make a  r e q u e s t  f o r  s u c h  a u t h o r i z a t i o n  i n  t h e  form o f  
1 1  .- . a w r i t t e n  s t a t e m e n t  to b e  i n s p e c t e d  by c h e  c o u r t  a l o n e .  
? 2 
3. 3 1 8  U.S.C.  e ~ p p .  3  S 4 .  

1 4  T h i s  p r o v i s i o n  c l a r i f i e s  d i s t r i c t  c o u r t s '  power u n d e r  

1 5 F e d e r a l  R u l e  o f  C r i m i n a l  P r o c e d u r e  1 6 ( d )  (1) t o  i s s u e  ~ ) r o t e c t i - i e  

1 6  o r d e r s  d e n y i n g  o r  r e s t r i c t j . r ; g  d i s c o v e r y  f o r  good c a u s e .  S .  Rep. 

17 No. 96-823, a t  6  ( 1 9 8 0 ) ,  a s  r e p r i n t e d  i n  1980 U.S.C.C.B.N. 4294, 

I. 8 4299-4300.  The A d v i s o r y  Commit tee  n o t e s  t o  R u l e  1 6  make c l e a r  

t:h-+ z ,  1 9  al -good  c a u s e "  i n c l u d e s  " t h e  o r o t e c t i o n  A - o ~  r n f o r m a t i o n  v i t a l  

& 2 0  L o  t h e  n a t i o n a l  s e c u r i t y . "  Fed .  R .  C r i m .  P. 1 6  z d v i s o r y  

?. 

i 1 committ.eer s n o t e  t o  1966  amendment. 

2  2 i t  i s  i m p o r t a n t  t o  u n d e r s t a n c i  t h a t  CIPA s e c t i o n  4 

p r e s u p p o s e s  a  g o v e r n m e n t a l  p r i v i l e g e  a g a i n s t  d i s c l o s i n g  

2 4 c l a s s i f i e d  i n f o r m a t i o n .  I t  d o e s  n o t  i c s e l f  .c:reate a  p r i v i i e g e .  

2 .5 U n i t e d  S t a t e s  v .  M e i i a ,  448 F.3d 436, 455 i ri . 1 5  (D.C. C i r  

2 6 2 0 0 6 ) ;  s e e  a l s o  1i.R. Rep. No. 96-831, p t .  I., at: 2 7  (1980)  ( i l o t i n g  

2 7 t h a t  CIPA "is n o t  i n t e n d e d  t o  a f f e c t  t h e  d i s c o v e r y  r i 9 h t s  o f  a 

2 8  d e f e n d a n t " )  . A l t h o u g h  R u l e  1 6  ( d )  (1) a u t h o r f ~ z e s  d i s t r i c t  c o u r t s  

2  9  t o  r e s t r i c t  d i s c o v e r y  o f  e v i d e n c e  i n  t h e  i n t e r e s t  of n a t i o n a l  

3  0 s e c u r i t . y ,  i t  l e a v e s  t h e  r e l e v a n t  p r i v i l e g e  u n d e f i n e d .  



The most likely source for the protection of classified 

information lies i.n the cormkon-la+~ pr-~irilege against dj.scl;surs 

-2' of state secrets. - -  See Ziickerbraun v. Gen. D~n;~niics Corp., Y-, .J  

F.2d 544, 546 (2d Cir. 1991) . 'That venerable evicien'- ~ l n i y  ' - -  
pr.-vilege - - ,? i  a i i ~ a > -  ..'.; L ~ h e  government to withho1.d inrormation , e from 

discovery when disclosure would be ini-mical to national 

security.w Id. It would appear that classiiled IriLormation at 

issue in CIPA cases fits comfortably within the state-secrets 

. . .  
prrvllege. Compare -- id. with Classified National Security 

Information, Exec. Order No. 13,292, S, 1.2, 68 Fed. Reg. 15315, 

15315-16 (Mar. 25, 2003) (recognizing three levels of classified 

national security information, ail of which require the 

classifying officer to determine that disclosure reasonably could 

be expected to damage national security). 

We are not unaware that the House of Representatives Select 

::orr~riittee on Intelligence stated categorically in its report on 

CIPP. that "the common law state secrets privilege is not 

applicable in the criminal arena." H.R. Rep. 96-831, pt. 1, at 

i il n.12. Thai statement simply sweeps too broadly. 

The Committee re!.ied on three case:; for this remarkable 

proposition: W n o l d s  v. United States, 345 U.S. 1 (:L953), 

United States .I. Coplon, 1.85 F.26 629 (2d Cir. 1950), arid United 

States v. Andolschek, 142 F.2d 503 (id Cir. 19443. H.R. Rep. 



96-831, pt.1, ar 15 n.12. A close reading of these cases does 

not sijpport i;i;e Co:rn?,ii';ccr s conclusic;n. 

- .in &~ynolc.is, the Supreme Court held that a court i n  a civil 

. . - c. <, 
L.aa-, inay deny evidence to pi~aintiffs if "there is a reasonable 

danger that compuision of the evidence will expose military 

matrers which, in the interest of national security, should riot 

be divulged." 345 U.S. at 10. In contrast, the Court explained 

& .  inat in criminal cases such as Andolschek, the Government was not 

permitted to "undertake prosecution and then invoke its 

. . governmental privileges ro deprive the accused of anything wnlch 

nigh: be material to his defense." && at 12 & n.27. Similarly, 

we acknoi~ledged in Cop1on that the Government possesses a 

priviiege against disclosing "state secrets," but held that the 

privilege could not prevent the defendant from receiving evidence 

to which he has a constitutional right. - See 185 F.2d at 535. 

These cases, therefore, do not hold chat the Government cannot 

. ,  claim the state-secrets privilege in crirnlna~ cases. instead, 

, . 
ti-ie:~ recogrlize the privl!-ege, but conclude that it must give way 

under some circumstances to a criminal defendant's right to 

present a meaningful defense. 

Accordingly, we hold that the applicable privilege here is 

the state-secrets privilege. See United States v. Klimavicius- 

Viloria, 144 F.3d 1249, 1261 (9th Cir. 1998) (holding that srete- 

secrets privilege applies in CiPA cases). That said, Revnolds, 



:4ndoLschek, and Coplon make clear that the privilege can be 

oljercome ~lien t.he evider:ce at issue is rnater.ial to the defense. 

,. - c2 'i', 
, - -  Reynolds, 345 U.S. at 12 & n.27. ~iils standard is consistent -- 

' . .. w.Lin --- ~oviaro v. United States, 353 U . S .  53 (I957), wtlere tke 

cuq-eme C:ourt held in a crin!inai case that the Goverrrr~ent's .., + - 

privilege to withhold the identi-ty of a confidential informant 

,, must way'' when the ir!f~r:tnatior~ ".'is relevar~t and helpfii to 

the defense of an accused, or is essential to a fair 

detei-rr!j.natioi? cjf a cause." L& at 60-61. Indeed, we have 

interpreted "relevant and hej~pf1~1" under Roviaro to mean 

,\ material to the defense." t7- ,l~ited States v. Saa, 8.59 F.2d 1067, 

1 . 7  (2d Cir. 1988). W e  have also noted that the government- 

informant pri~ilege at issue in Roviaro and the state-secrets 

privilege are part of "the same doctrine." Copion, 185 F.2d at 

638. 

We therefore adnpt the Roviaro standard for determining :hen 

. . 
the Government's prlvllege must give way in a CiPA case. Other 

circui~ts agree. E'f i(liriiavicius-Vj~lo&, 114 F.3d at 126i; 

ilnited States - J .  Varcs, 896 F.%d 900, 905 (5th Ci.r. i.990); ilnjLted 

Stares v .  Yunis, 867 F.2d 617, 623 (D.C. Cir. 1989); United 

States - J .  .Sniich, 730 F.2d 1102, 1107-i0 (4th Cir. 1985) (en 

banc); United States v. Prinqle, 751 F.2d 419, 427-28 (1st Cir. 

1934) -. . 



- .  A p p l y i n g  t h i s  s t a n d a r d ,  t.k;e d i s t r j l c t  c o u r r  must r i r s t  cleci.de 

wiietlier the c l . i : ss i i i .ed  i i i f o r m a t i o n  tihe Governmenir p o s s e s s e s  i s  

d i s c o v e r a b l . e .  I f  i t  i s ,  t h e  d i i : t r i c r  c o u r t  m i : s t  t h e n  d e t e r m i n e  

w h e t h e r  t h e  s t a t e - s e c r e t s  p r i v i l e g e  app.].ies b e c a u s e :  (1) t h e r e  i s  - - 
\\ ., r e a s o n a b l e  clanger: t h a r  compuls ior :  of  Ltie ev i . aence  w i !  e x p o s e  

. . . m a t t e r s  which ,  i r ;  t h e  in teres t  o f  nai:ional s e c u r i t y ,  s l ~ o i l l d  

, - n o t  b e  d i v u l g e d , "  a n d  ( 2 )  t h e  p r i v r l e q e  i s  " l c d g e d  by t h e  head of  

r h e  d e p a r t m e n t  which h a s  c o n t r o l  o v e r  t h e  r r a t - t e r ,  a f t e r  a c t u a l  

p e r s o n a l  c o n s i d e r a t i o n  by t h a r  o f f i c e r . "  &xlno lds ,  3 4 5  U . S .  a t  

8 ,  1.0 ( f o o t n o t e  n l - i i t t e d i .  

I f  t h e  e v i d e n c e  i s  d i s c o v e r a b l e  b u t  t h e  i n f o r m a t i o n  i s  

p r i v i l e g e d ,  t h e  c o r r t  m u s t  n e x t  d e c i d e  w h e t h e r  t h e  i n f o r m a t i o n  i s  

h e l p f u l  o r  m a t e r i a l  t o  t h e  d e f e n s e ,  i . e . ,  u s e f u l  " t o  c o u n t e r  t h e  

g o v e r n m e n t ' s  c a s e  o r  ro b o l s t e r  a d e f e n s e . "  U n i t e d  S t a t e s  v. 

S t e v e n s ,  985 E .2d  11.75, 1180 ( 2 d  C i r .  1993)  ( i . n t e r p r e t i n g  

m a t e r i a l i t y  s t -  ,ndard  , u n d e r  Federa l .  R u l e  o f  C r i m i n a l  P r o c e d u r e  

1 ) l )  j To b e  helpf: i l  o r  m a t e r i a l  t o  c h e  d e f e n s e ,  e v i d e n c e  

-, . , eed  .. n o t  r i s e  t o  t h e  le;;el t h a t  would t r i g g e r  t h e  Government ' s  

o h i i g a t i o r i  u n d e r  Brady v. Maryland,  7 .  U S .  83 (1.963),  t o  

. . a ? - s c l o s e  e x c u l p a t o r y  i n f o r m a t i o n .  -- S e e  i d .  ;t 8'7. " [ l  j nforrnat.ion 

can  b e  h e l p f u l  w i t h ~ u t  b e i n g  ' f a v o r a b l i ? '  j.n t h e  s e n s e . "  

" u, 448 F . 3 d  a t  4 5 7 .  

The c?i.:;trict c o i ~ r t ' s  decis: .on t o  i:is%;e a  ~: : ro- iec t i .ve  o r d e r  

u n d e r  CIPA s e c t i o n  4 and  F e d e r a l  R u l e  of  C r i m i n a l  P r o c e d u r e  



- l,o(dj r (1) is revieweci for abuse of disc;e;.ion. See United State:s 
-- -- .- 

T r .  D e l i ~ ,  944 F.2~i lOiO, 1018 (2cj C1i.r. 1991). Whei.t!er evj-clence 

is "helpfu:!" or "naterj.al to the defense" i.s also -di.thii~ the 

. . 
dr.strict court's discretion. -- See - i):i3!.asia - J .  K e a p ~ ,  932 F.2d 

1638, 1642 (2d Cir. 1991). 

. - we find no abuse of discretion here. For  purposes 0.f this 

opinion, we assume without. aecidinq thar rhe classified 

informatior! the Goijerrlment presentecl to t:he di.~tr!~c?: court wsc 

discoverab1e. We h~..ve carefui.iy reviewsd the c1assi.fii.d 

I r F  ,,l,orrnation and the Government's sealed " cubmissions and agree 

with the district court that the Government has established a 

reasonable danger that disclosure would jeopardize national 

security. Sff Reynolds, 345 U.S. ar 10. 
- .  The Government railed, hc;~dever, to irlvoke the pri-jilege 

through the "head of the department wk~ich has control over the 

matter, after actual personal considerati.on by that officer." Id. 

at 8.  his is not necessarily fatal. We have previously excused 

L J. - .  - 
L.S- Goverriment's failure to cornpl.,~ - .  j.jitk! inls rormai!ity wk!ere 

i!?j-oi.verrent of the department head woulcl have been "of little or 

. .  - . - .  no benefit" because arsclosure of class;iled information was 

.. 
prohibited by iaw. See Clift v. unit.& States, 597 F.2d 826, 

828-29 (2d Cir. 1979) (Friendly, S.) (?'.nteri-!a]. qiuoi:ati.on marks 

omitted). We similarly excuse the failure to involve the 

,, 9 department head here. It would ae of little or no benefit" for 

us to remand for the pijirpose of having the departrnent head agree 



that djLsclosure of the classified i.nfc,r;il&rion would pose a risk 

to national security here. Eased on our holding icday, ho;rever-, 

we trust chat this issue will riot arise in future CIEA cases. 

Finallly, we agree that the district court. did ~iot ciei-~y tk~e 

defendants any helpful evidence. Indeed, we commend the districi 

court for its thorough scrutiny of the classified infcrmarion. 

-. , , we also reject Aref's ccntention that the uistrisr court 

imprope.rSy held - ex hearings with the Go-~er:nrrer!t w!ien 

evaluating the clasifiecl material. Both CIPA ,section 4 and Ruie 

16(d)(l) authorize ex parte submissi~ns. i;fe 18 U . S . C .  app. 3 4 

4; Fed. I?. Crim. l?. I6 (d) (L) . "In a case invoivi.rg ciassifl-ed 

. . 
documents, . . . ex parte, in camera hearings in wrilch governmer:t 

counsel participates to the exclusion of defense counsel are part 

of the process that the district court may use in order to decide 

- ' tile relexjancy of the informati.on." Klinra~ricius-vrigrla, 144 H;. 3d 

at 12Ei. When the "government is seeking to withhold c:.assi.fi.ed 

information from the defendant, an adversary hearing with defense 

knowledge would defeat the very purpose of the discovery rules." 

H.R. Rep. 96-83:, pt. 1 ,  at 27 n.22. 

II. Motion to Intervene 

This Court has not yet established the standard by which we 

review a district court's denial of a motion to intervene in a 

crjhinal case. Indeed, we have implieci, but. not squarely held, 

that such a motion is appropriate to assert the public's First 

P.rnendment right of access to criminal proceedirigs. We now hold 

16 



t h a t :  ( I )  s u c h  a m o t i o n  i s  p r o p e r ,  a n d  ( 2 )  tl!e a ~ r ~ l i c a b i e  - .  

s t - a n d a r d  o f  r e v i e w  i s  a b u s e  o f  d i s c r e t i o n  

The F e d e r a l  R u l e s  o f  C r i m i n a l  P r o c e d u r e  make no r e f e r e n c e  t:o 

. . 
a  m o t i o n  t o  i n t e r v e n e  i n  a  criminal c a s e .  U n i t e d  S t a t e s  . J .  

E ; o l l i n t z a s ,  5 0 1  F . 3 d  796, R O O  ( 7 ~ l - i  C i r .  2 0 0 7 ) .  iiowever, si3cj.1 .- 

,cL!it  t o  a s s e r t  ttte p u b l i c ' s  F i r s t  m o t i o n s  a r e  comrnon i n  i l l i s  C i - - -  

.a.rriendment r i g h t  o f  a c c e s s  t o  c r i m i n a l .  i i r o c e e d i n g s .  S e e ,  e .q. 

e a r ,  360 F.3d 90, 97 (2d  C i r .  2 0 0 4 ) ;  Kinired 

S r a t e s  I?. S ~ a s ,  880 F . 2 d  626, 628 ( 2 d  C i r .  1 9 8 9 ) ;  I n  re  N . Y .  

T imes  a, 828 F . 2 d  110 ,  1 1 3  ( 2 d  C i r .  1 9 8 7 ) ;  Ln r e  H e r a i d  C:o., 

. , 734 F . 2 d  93,  96 ( 2 d  C i r .  1984)  . Federa l .  c o u r t s  ha.ie a u c n o r i t y  t o  

,, c  orn nu late p r o c e d u r a l  r u l e s  n o t  s p e c i f i c a l l y  r e q u i r e d  by  t h e  

C o n s t i t u t i o n  o r  t h e  C o n g r e s s "  t o  " implement  a  remedy f o r  

v i o l a t i o n  o f  r e c o g n i z e d  r i g h t s . "  U n i t e d  Sta.Les v .  H a s i i n q ,  4.61 

. 9 ,  0 ( 1 9 8 3 ) .  Because  ' " v i n d i c a r i o n  o f  [ t h e ]  r i g h t  [ o f  

p u b l i c  a c c e s s ]  r e q u i r e s  some m s a n i n g f u i  o p p o r t u n i t y  f o r  p r o t e s t  

- .. 
by p e r s o n s  o t h e r  t h a n  t h e  i n i t i a i  l i t i g a n t s , "  ;.n r e  e r a l d  Co. ,  

73.1 F . 2 d  a t  1 0 2 ,  w e  noii i n v o k e  . t h i s  a u t h o r - l t y  tti l?ol.d t h a t  a  

m o t i o n  t o  i n t e r v e n e  t o  a s s e r t  t h e  p u b l i c ' s  F i r s t  Amendment r i g h t  

, .  . o f  a c c e s s  t o  c r l m l n a i  p r o c e e d i n g s  i s  p r o p e r .  C f .  Ia re 

A s s o c i a t e d  P r e s s ,  1152 F . 3 d  503, 53'1 ( 7 t h  C i r .  1998) ( ; l p ~ r o \ r i n y  

m o t i o n  t o  i n t e r v e n e  a s  an " a p p r o p r i a t e  p r o c e d u r a l  mechanismm i c  

a s s e r t  r i g h t  o f  a c c e s s ) .  



T n  Ci.g:i r - . - - .  
A .  1. -dst;.s, t~his C.:ourt reviews denials of moti.ons to 

intervene for abuse of cliscretion. See DSI Assocs. LLC v. ijniteA .. .- - 

C . L  - ..,L,;tes, 496 0.3d 175, 182-83 (2d Cir. 2007). We see no reason to 

. , appiy a different standard of review here. The nlsrrict court 

ciefij.ed t.he NYCLU's motion to intervene after fu!.ly coii-ider-ng 

ihe issue that the NYCLU raised, engaging in the same legal 

analysis that the NYCLU urged, and ultimately rejectiirig the 

argument. on the merits. Under the circumstances, there was no 

abuse of discretion. 

131. Public Access to Sealed Documents 

The NYCLU and -- arnici argue that the district court erred by 

sealing in its entirety the March 10, 2006 Order and sealing 

* - nearly all of the March 10, 2000 Opposiiion. we disagree. 

"[I]t is well established that the public and the press have 

a qualified First IYnendnent right to attend judicial proceedirigs 

. , - ~uqoscn -\.I. ~;i>:amid and to access certain j u d s c l a i  documents." - 

Co. of Orlondaaa, 435 F.3d 110, 1.20 (2d Cir. 2005) (irteriial 

quotat.ion marks omitted). The parties appear to agree tha% a 

-. , k ~ r s t  Amendment. right of access attached to the di-strict court's 

March 10, SO06 Order, but disagree as to whether the March 10, 

2006 Opposition was the sort of judicial document to which the 

public has a right of access. We need not settle this dispi.ite. 

Ever,  assuming a right to the documents, the d ' . , L - - ' -  s ~ ~ . i . ~ t  court dic: 

not err i.n denying public access to them. 



Documents t o  .-' w,!rch t h e  p u b l i c  h a s  a  q u a l i f i e d  r i g h t  o f  

7CCe"  c. may b e  s e a l e d  o n l y  i f  " s p e c i f i c ,  on t h e  r e c o r d  f i n d i n g s  

a r e  made d e m o n s t r a t i n g  t h a t  c l o s u r e  i s  e s s e n t i a l  t o  p r e s e r v e  

, . n i g h e r  v a l u e s  and  i s  n a r r o w l y  t a i l o r e d  t o  s e r v e  t h a t  i n t e r e s t . ' '  

P r e s s - Z n t e r .  Co. ' 7 .  S u p e r .  C t . ,  472 U.S. I ,  13-14 (1986)  -- 

( i n t e r n a l  q u o t a t i o n  marks  o m i t t e d ) .  The d i s t r i c t  c o u r t  f o u n d  

. , 
t h a t  s e a i l n g  t h e  March 1 0 ,  2005 O p p o s i t i o n  a n d  Order met r h i s  

s t a n d a r d  b e c a u s e  the E x e c u t i v e  c l a s s i f i e d  t h e  docun!ents f o r  

.- - . . r ~ a r i o n a i - s e c u r i t y  p u r p o s e s .  r'he NYLCU a n d  amrcr a r g u e  t h a t  t h e  

* .- . 
d i s t r i c t  c o u r t ' s  f i n d i n g s  were i n s u r r r c i e n t  b e c a u s e  t h e  c o u r t :  

( i )  e r r o n e o u s l y  r u l e d  t h a t  i t  l a c k e d  t h e  power t o  r e v i e w  t h e  

Governmer!t 's i n v o c a t i o n  o f  t h e  s e c u r i t y  c . l a s s i f i c a t i n ! ~ s ;  (2) 

f- ' - d ~ ~ . e d  t o  make s p e c i f i c  f i n d i n g s  on t h e  r e c o r d  t o  s u p p o r t  t h e  

c o n c l u s i o n  t h a t  " h i g h e r  v a l u e s "  j u s t i f i e d  sea l . ing ;  and  ( 3 )  

i m p r o p e r l y  d e f e r r e d  t o  t h e  Government ' s  v iew o f  XI--,' l a c  c o u l d  and  

c o u l d  n o t  b e  d i s c l o s e d  t.o t h e  p i t h l i c .  

> .  v ~ r s t ,  w e  do  not .  d e c i d e  w h e t h e r  t h e  d i s t r i c t  c o r i r t  e r r e d  2.n . ... 

r u l i n g  t h a t  i t  l a c k e d  power t o  r e v i e w  s e c u r i t y  c l a s s i f i c a t i o n s  

b e c a u s e  a n y  s u c h  e r r o r  was h a r m l e s s .  See Fed. R. Crim. P. 5 2 ( a ) .  

*. . V J ~  nave  r e v i e ~ ~ j e d  t h e  s e a l e d  r e c o r d  a n d  c o n c l u d e  t h a t  t h e  

Government e s t a b l i s h e d  tk!e c l a s s i f i . c a t i o n  l e v e l s  employed ( e .  g . ,  

,, C o n f i d e n t i a L , "  " S e c r e t , "  a n d  "Top S e c r e t " )  were proper1.y invokecl 

pursuan t .  t o  E x e c u t i v e  O r d e r .  



Second ,  tkie NYCLU cant-ends t h a t  t h e  d i s t r i c t  c o u r t ' s  p u b l i c  

F :  " (  , . ~ n a l n q s  were  p e r k u n c t o r y  r e c i  s t d  L ions  o f  tile a p p i i - c a b l e  l e g a l .  

s t a n d a r d ,  a n d  t h a t  t h e  d i s ? . r i c t  c o u r t  t h u s  f a i l e d  t o  s u p p o r t  

sea l i r - !g  t h e  docameri ts  w i t h  s p e c l t f i . ~ ,  o r ! - the - record  f i r l d - ~ n g s .  -. See  

- ri r e  N . Y .  T i m e G ~ p : ,  828 F.2d - "  -. ni. 11G ( "Broad  ar!d g e n e r a l  

f i n d i n g s  by t h e  t r i a l  c o u r t  . . . a r e  n o t  s u f f i c i e n t  t o  j u s t i f y  

c i ~ o s i ! r e . " )  . iicii,je~ier, >re have  h e l d  t h a t  w h i l e  t h e  f i n d i n g s  must 

b e  made c;n r h e  r e c c r d  f o r  o13r r e v i e w ,  " such  f i n d i ~ i g s  may b e  

e n t e r e d  u n d e r  s e a l ,  i f  a p p r o p r i a t e . "  I d .  The d i s t r i c t  c o u r t  

r!ade s u i f i c i e r t l v  s p e c i f - L C  f i n d i n g s  u n d e r  s e a l  t l l a t  i u s : i f i e d  

d e n y i n g  p u b i i c  a c c e s s  t o  t h e  documents .  Moreover ,  b a s e d  on o u r  

own i n  csmera  r e v i e w  of t h e  Government ' s  s u b m i s s i o n  t o  t h e  

d i s t r i c t  c o u r t ,  w e  conci.ude t h a t  t h e  Government supportec!  t h e  

n e e d  t o  keep t h e  O p p o s i t i o n  and  O r d e r  s e a l e d  i h r c u g h  a 

d e c l a r a t i o n  o r  d e c l a r a t i o n s  from p e r s o n s  whose p o s i t  i o n  ,and 

responsibility s u p p o r t  a n  i n f e r e n c e  of p e r s o n a l  knowledge;  t h a t  

t h e  d i s t r i c t  c o u r t  was made aware  o f  p a r t i c u l a r  f a c t s  and  

c i r c u a i s t a n c e s  germane t o  t h e  i s s u e s  i n  t h i s  c a s e ;  and t h a t  t h e  

Government made a  s u f f i c i e n t  shcwing  t h a t  d i s c i o s u r e  of t h e  

i n f o r m a t i o n  i iouy i~r  wr,uid i m p a i r  i d e n t i f i e d  r i a t i o n a l  i n t e r e s t s  i n  

s u b s t a n r i a l  ways. l ' h e r e f o r e ,  t h e  d i s t r i c t  c o u r t ' s  r u l i n g  a s  t o  

h - ~ g h e r  v a l u e s  was s u p p o r t e d  by s p e c i f i c  f j . n d i ~ i g s  b a s e d  on r:ecord 

e ~ r i d e i l c e .  



. . i d  . l  j . s  tt.t. ~-- :?soc;- is lni l j -~.y of  th cid?st.rici: cGur:t 

. . . . - .  to e n s u r e  tnar -,ea!.ing .Joc~;nents  i:r:i wrirch t h e  pubL!.c h?s  a k l r s t .  

Iirnendinent r i g h t  i s  no  b r o a d e r  r h a n  n e c e s s a r y ,  ssx lP%Fss -En te r .  

C n . ,  478  U . S .  at. 1 3 - 1 4 ,  o u r  i n d e p e n d e n t  r e v i e w  of  t h e  s e r l e d  

. . 
documents  : : a t i . s f i e s  U S  t h a t  closu!:e Lisre whs n?lrro-d1.y r a l  !ored t o  

. , 
jrctec:.t n a t i i ; n a l  seci . i r : i ty.  Thus ,  any e r r o r  ::he n l s t r i . c r  c o u r t  

. . . , n r g r r  h a v e  c o r n m i ~ t e d  rn d e f e r r i n g  t o  t h e  C;i.vernment. a s  ircj -dfiet!rer 

, . more o f  t h e  1"irr-I? 1 0 ,  2006 O p p o s r r l o r ~  coil!.d b e  made pub l . i c  b a s  

!harrn!.ess. 

. - .;it:rioug% we affi.1111 t!it d i s t r i c t  c o u r t  i n  tt1j.s c a s e ,  we 

r e i n f o r c e  t h e  r e q u i r e m e n t  t h a t  d i s t r i c t  c o u r t s  a v o i d  s e a l i n g  

,.. ua '4 .Ac.... a.l documentr; i n  the j .1  e n t i r e t y  ~1ri1t.s~ n e c e s s a r y .  

w . r a n s p a r e n c y  l.s p i v o t a l .  t o  p u b 1 . i ~  p e r c e p t i o n  of  t h e  j u d i c i a . r y n s  

i e g i t i n a c y  and  i n d e p e ~ ~ c i e n c e .  "The political b r a n c h e s  of 

(jovernrner1t c l a i m  i e g i t i - n a c y  by e i e c t i o i - : ,  j u d g e s  by r e a s o n .  Rny 

s t e p  t h a t  x i t h d r a w s  Fin e l en len t  o f  t h e  j u d i i a l .  p r o c e s s  from 

- . .  
p u b l i c  v iew makes t h e  ensui r !g  d e c i s i o n  l o o k  more i l ~ e  f i a t  and 

. L c q ~ ~ i r e s  r i g c i r o u s  j u s t i f i c a t i o n . "  IHickiin Enq 'q ,  L . C .  v. 

a t ,  4 3 4  F . 3 d  346,  348 ( 7 t h  C i r .  2 0 0 6 ) .  Becsuse  t.he 

, . .. 
C o n s r i t u t i o n  q r a n t s  t h e  j u d i c i a r y  " n e i t h e r  f o r c e  n o r  wzll, b u t  

m e r e l y  judgment ,  " The F e d e r a l i s t  No. 78 (Al.exander Hami l ton)  , 

c o i i r t s  mus t  impede s c r u t i r ~ y  o f  t h e  e x e r c i s e  o f  t h a t  j i ldgnent  o n i y  

i n  t h e  r a r e s t  o f  c i r c u m s t a n c e s .  T h i s  i s  e s p e c i a l l y  s o  when a  

. . .  ? u a l c i a l  d e c i s i o n  a c c e d e s  t o  t h e  r e q u e s t s  of a  c o o r d i n a t e  b r a n c h ,  



].est iqnor;lnce of ;:he bas?.- for the decj.,sj.on cause the .;;,lbl,ic ic 

doubt that "cr - 1  a+ 
. . ,-  he courts of ju,sticf ,mpiLLe lnuependence r' - 

- ' 
[i~iiich] is peculiarly esseritiaL :~r a 1~jhi.ted (Cor~stir!jrion." Id. 

. . . .. we recognize, however, that transparency muit ai times yleid 

.LC l.s i;bvious at;, unarguahle t!-1;; to more coiripellincj i.riterests. " - '  

no goverr,mentai interest is more ccjmpelling =!Ian rk,e secerii--- L Y of 

the Nation." . . A ,  4 5  i.. . 8 ,  30'1 ( 1  i f ! l  j (internal. 

quotarion marks omitted). Given the legitimate national-security 

concerns at play here and the nature of the underlying docunenr.~ 

, , ar issue, we believe the district court acted appropriately in 

sealing the March 10, 2006 Opposition and Order. 

CONCLUSION 

For the foreqoing reasons, and for those stated ifi the 

accompanying summary order, we: (1) .&FFIRM ?.refp s and !!ossal.r?'s 

ccnvictj.ons, and (2) AFFIRM denial of ttie NYCI,U1s rictions to 

i n t e r v e n e  and fur public access. 


